
When you look through history, you can find certain points in time when one technology 
overcame the ubiquitous nature of another. 

Some examples are: the use of the internal 
combustion engine over steam engines, 
telephones over telegraph and email 

over fax. Somewhere in the late 1990s, mobile 
phones started to take over from land lines. 
Probably the clearest point in which you can 
see this eclipse occurring is when pay phones 
were abandoned in favor of cell phones; the 
use of pay phones dropped dramatically as 
the use of mobile phones grew.

Cell phones of the 1990s were fun for all 

thanks to their analog signals. I can remem-
ber driving out to a rural town to fix a com-
puter and the folks there used their scanners 
to eavesdrop cell phone conversations just 
as a means to pass the time. The hour I spent 
listening to those calls was more entertain-
ing than any single hour of television I’ve 
ever seen. Soon, staticy analog signals were 
exchanged for garbled digital ones where 
we routinely asked, “Can you hear me now?” 
Snooping on cell phone conversations went 

by the wayside. Some providers even added 
encryption to their transmissions for addi-
tional protection (remember Nextel?). 

Today, technology continues to get better, 
faster and smaller. The amount of computing 
power we carry around in our pockets in a 
mobile phone rivals rooms of computers in 
the 1960s. For the most part, we still don’t 
understand the technology—we just tap and 
swipe. Mobile phones are not perfect devices 
and have two main forms of continued on next page
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compromise: first with the device itself and 
second with the network.

We tend to forget that the mobile device is 
just another computer. It can be vulnerable 
to all of the same kinds of hacks that could 
compromise your laptop and it’s always con-
nected to a network. Android users must be 
especially vigilant as the upgrade path for the 
operating system is sometimes complicated 
due to the handset manufacturer and users 
routinely fall victim to fake apps that are re-
ally malware designed to control your device. 

The other kind of compromise occurs in 
the network itself. Cell phones are divided 
into two main groups when it comes to com-
munication: Global System for Mobile Com-
munications (GSM) and Code Division Mul-
tiple Access (CDMA). The adoption of GSM 
far outpaces CDMA throughout the world, 
largely thanks to European mandates to use 
that technology for interoperability and in-
dependence. GSM is based on a consortium 
while CDMA comes from Qualcomm. Here 

in the US, if you have an AT&T or T-Mobile 
phone, you are using GSM. If you are on 
Sprint, Verizon or U.S. Cellular, you have a 
CDMA phone. This is why you will see devic-
es branded only with certain carriers—the 
radio hardware is physically different. Both 
technologies are good for communications, 
but are simultaneously quite hackable.

Every year in August, hackers and security 
specialists descend upon Las Vegas for two 
prominent security conferences and every 
year, the attacks experienced have gotten 
more creative. Over the last five years or so, 
security researchers have focused on mo-
bile technology to understand how to take 
advantage of its vulnerabilities. The U.S. gov-
ernment has done this for years at significant 
cost, but given that computers continue to 
get better, faster and smaller, it is now well 
within the reach of hobbyists. For less than 
$200, you can set up your own fake base sta-
tion that mobile phones will associate with 
and (provided you do things properly on 
the backend) they will be able to text and 
talk through your base station. Not only can 
you see the traffic clearly going through your 
base station (unless it is encrypted like a TLS 
transmission or an iMessage chat), but you 
will be able to identify the device by ID and 
location. 

Current security research on cellular hack-
ing comes in the form of cheap, disposable 
GSM phones that can be connected to a lap-
top via USB or via femtocells—those devices 
that you can get from your cell provider to 
boost coverage in your home. It will talk to 
the cell phones in range of the box and then 
send the calls over your broadband connec-
tion. Researchers have broken into these 
devices, taken control of them and looked 
inside the traffic going back to the provider. 
The devices come with a maintenance port, 
which allows the device to be compromised 
by an attacker and then inspect the data as 
it passes through the femtocell. Essentially, 
with a little bit of eBay browsing, anyone can 
obtain the required equipment for a fake cell 
phone tower.

Recently, a technology company discov-
ered a series of fake cell phone towers in 
and around the Washington D.C. metro area1. 
While criminals and foreign intelligence ser-
vices are possible suspects, it may be likely 
that U.S. government agencies are the re-
sponsible parties for these towers. There are 
a number of obvious uses for such towers 
from a surveillance perspective. 
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above: A genuine cell phone tower. For less 
than $200, you can set up your own fake base 
station that mobile phones will associate with 
and be able to text and talk through.
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There are a number of government agen-
cies, private corporations and individuals 
that could benefit from information cap-
tured from a fake cell tower. Any voice call 
that was not encrypted could be saved to a 
digital file and replayed or distributed easily. 
Text messages not protected by encryption 
are easily captured. This type of surveillance 
technique goes along with some of the more 
subtle methods of security. It’s akin to a cam-
era placed in a smoke detector near a door 
instead of something more overt and obvious. 
Companies may choose to include their own 
methods of using fake cell towers at their cor-
porate campuses. Maybe it’s to gather com-
petitive information or maybe it’s just used 
to track employee movement. Given the low 
cost of these technologies, it is reasonable to 
assume that they are widely employed.

Policing agencies around the world use 
these methods to track the presence and 
movement of devices. Are you attending a 
large rally? Chances are that your IMEI (or the 
unique device identifier for your cell phone) 
will be captured to note that your device was 
present at the rally.  There is much debate 
possible about the propriety of governmen-
tal collection of this information, but let’s 
consider that it would be done for legitimate 
forensic purposes. The goal could be that if a 
crime happened at the rally, devices that are 
not present could be more easily excluded 
from further investigation than those that 
were present. 

Of course, the part we can control is what 
we as individuals choose to trust and why 
we choose to trust it. There is little reason 
to implicitly trust any wireless (or wired for 
that matter) communication method. This 
includes cell phones, Wi-Fi, satellite, packet 
radio, FRS/GRMS, and long-haul microwave 
communication. If you can get near or in-
between the two parties, it is possible to cap-
ture the traffic. This means that if you want 
to keep things private, you need some kind 
of encryption. This can be accomplished a 
number of ways, but typically is based on the 
communication method and some additional 
application installed on the device. Given the 
number of surveillance programs currently 
known to the public, it’s best to never trust 
the transport method used to get the mes-
sage from point A to point B. If you are unfa-
miliar with the kinds of programs you can use 
to protect your information in transit, you can 
poke around on the internet for some good 
clues. Voice is probably the more challengc-

ing mode to do well for an average citizen, 
but it is possible. Text-based transmissions are 
trivial to encrypt, but don’t forget that the 
provider of your products and services may 
be coerced or incentivized to cooperate with 
unwanted snoopers or even be purchased by 
them.

On the issue of device tracking, if you are 
trying to avoid this, the best way is to just 
leave your cell phone at home if you are go-
ing to a place where you don’t want to be 
tracked. If you need communication, dispos-
able cell phones may be your only option. 
Just be sure to only turn it on when you need 
it and destroy it when you are done. Be wary 

of who you communicate with as broadcast-
ing your burner number to multiple people 
defeats the purpose of keeping your location 
information private. Of course, watching a 
cell phone establish a pattern of movement 
and uncharacteristically stop, break pattern 
or parallel another device can be alerting too.

Ultimately, the most important lesson here 
is that technology is hackable, traceable and 
copyable. There are things you can do to 
make yourself safer while using these de-
vices, but it requires consistent vigilance. It 
may be foolish not to assume that you are be-
ing listened to and your traffic is monitored, 
so take the appropriate counter measures to 
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Among the spying capabilities of intelligence services and even criminals around the world are the ability to 
mimic cell towers to eavesdrop on cellphone communications. The “Candygram” GSM telephone tripwire and 
other classified NSA network spy device documents are available on Wikipedia. Search “NSA ANT catalog.”

“CANDYGRAM GSM Telephone Tripwire - Mimics GSM cell tower of a target network. 
Capable of operations at 900, 1800 or 1900 MHz. Whenever a target handset enters the 
CANDYGRAM base station’s area of influence, the system sends out an SMS through the 
external network to registered watch phones...Remote control software can be used with 
any connected to the laptop (used for communicating with the CANDYGRAM unit) through 
text messages (SMS).” (NSA)
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keep the content private. How many people 
do you think will go through their entire lives 
without being eavesdropped or spied upon 
at some point? 

WHAT CAN YOU DO?
Cellular technology is pervasive, but there 
are still things you can do to improve your 
privacy. If you prefer not to be tracked by 
the signal in your cell phone, you can always 
buy physical burner phones and forward 
your number to those devices. Or better yet, 
just leave your device at home. If tracking of 
your location is not as important as the confi-
dentiality of your communications using the 
phone, there are several options to assist:

Refrain from using SMS (basic text mes-
saging that comes with all mobile phones) 
to send sensitive information. Instead, use 
something like Apple’s iMessage, CyberDust 
or Wickr. All of these programs will do differ-
ent things, but your goal is to first keep the 
message safe from eavesdroppers and then 
secondly cause messages to destroy them-
selves after a period of time. You can look in 
your phone’s App store to find the one that 
looks best for you.

If you need a temporary number, for exam-
ple to contact a buyer for an item you want 

to sell on Craigslist, con-
sider using a burner app 
on your phone. Burner 
and Hushed are two that 
I have used with great 
success. Each will assign 

a temporary number to your phone and di-
rect both text and voice traffic through it. 
These are not free, but they are very reason-
ably priced. When you are done, just burn the 
number and go.

If you connect to free WiFi, you must as-
sume people are eavesdropping. Some apps 
on your mobile device will automatically en-
crypt their communication on the back end 
(as to not trust the network), but it may not 
be obvious to you which ones do this. If you 
have communications you need to keep pri-
vate, then be sure you are not trusting that 
coffee shop network. Using the above meth-
ods will help in this situation.

Be wary of Android apps (or Cydia apps 
for iOS) that are not in official App stores. You 
may unintentionally install malware on your 
device that can do very bad things to your 
phone and your privacy.

Be sure you have two step authentication 
turned on for your favorite services such as 
Google, Facebook, LinkedIn, Twitter, and Ap-
ple iCloud. This will reduce the risk of having 
someone steal your credentials. In addition, 
use a password manager to generate random 
passwords for all of these services. Never use 
the same username/password combo twice. 

Any computer you use can be compro-

mised. The smart phone in your pocket is a 
computer that communicates nearly con-
tinuously with other devices and stations. 
Criminals, competitors, foreign intelligence 
services and self-serving commercial entities 
have already targeted you. Even unscrupulous 
government personnel who prefer to circum-
vent the 4th Amendment to The U.S. Constitu-
tion rather than go to the trouble of obtaining 
judicial warrants and conducting legitimate 
investigations into specific criminal activity 
(or who wish to collect your data for other 
reasons) have demonstrated the ability and 
intent to steal your data as a means of achiev-
ing their preferred end. The “rogue” cell sta-
tions discovered around Washington, D.C. 
serve as a warning to the prudent. Regardless 
of who is trying to breach your security, it is 
up to you to minimize your vulnerabilities to 
them.   4

1  See http://brando.ws/celltowerdc. “Tech 
company finds mysterious fake cell towers in 
DC area
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above: Cell towers and cell phones are everywhere. How can you keep your communca-
tions secure? left: If you connect to free WiFi, assume people are eavesdropping. 


