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In May, I wrote a quick opinion piece in my blog about the PCI Security Standards Council’s
new Internal Security Assessor (ISA) program. Aside from my fun encounter with the
Hoffacino1, it has been the most looked at post on my blog over the last two months. Why
all the attention? I believe that merchants are starting to realize the amount of money
they are pouring into compliance and thinking there must be a better way.
Pending the release of the program, I spoke to a few QSAs who were afraid the new
program may contribute to a decline in their business2. The overall attitude toward the
QSA community from merchants and service providers is as poor as it has ever been. I
heard from several attendees to a recent Electronic Transactions Association (ETA) event
who said the negativity was palpable.
There are a couple of reasons for this, and the blame (or opportunity for improvement)
lies in both the assessor and assessee camps:
1) QSAs are being held accountable to their work through the Quality Assurance
program which ultimately drives the cost of assessments up and starts to level the
playing field from a pricing perspective. I understand the average assessment cost is
increasing dramatically, and there seems to be a narrowing range of bid prices.
2) Merchants realize that they can no longer look to a QSA to tell them where all of
their problems are, and must actually take some ownership in the solution. In the
words of one of my new favorite speakers, merchants and service providers must
participate in their own rescue3.
Merchants that send their employees through the ISA program will ultimately benefit from
this investment as they can better hold themselves accountable to PCI DSS. In fact, as a
Level 1 or 2 merchant4, you cannot self assess without sending your employees through
the ISA program and having them pass the certification test. But even if merchants don’t
intend to self assess (and quite frankly, the vast majority should rely on a third party to
validate their compliance), the ISA program will still prove beneficial.
If you are a QSA, don’t view ISAs as competition. See them as your champion. ISAs are
GOOD for QSAs, and as a QSA you should prefer to assess companies that have installed
them on their teams. I was speaking to a colleague late last year at a PCI gathering and
he mentioned that his last internal PCI assessment consumed over 3,000 hours.
Three thousand hours, folks.
This was not a giant company, though they are a Level 1 merchant. Doing some quick
math using standard consulting rates, the price tag for such an effort could be anywhere
from USD$600K-$750K. I’ve seen and performed assessments that big and bigger, but they
are usually multi-nationals with many business lines and some degree of autonomy outside
their central IT organization. Knowing what I know about my colleague’s company, I would
have probably scoped the same assessment somewhere between 400 and 500 hours.

FOOTNOTES
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Though, in essence, overall market pressures will do more to cause that decline than the ISA
program will.
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Thank YOU John Kaplan!
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This particular organization will send several people to become ISAs, and will probably
continue to do their own assessments, but that is not the norm. I believe companies
will invest in their employees to add one or two ISAs to their staff, and use that as a
checkpoint to keep their QSA honest, truly understand what needs to be done to comply,
and push their QSA to do a thorough job which is not uniformly occurring today.
Companies hire CPAs and attorneys as employees to leverage their expertise, but they
still use external accounting and law firms for expertise and validation when they need
it. Sure, some PCI related tasks will be taken off the table if companies send employees
through the ISA program, but the ones that remain will be considered strategic and be
significant for the company providing services on the opportunities.
The future of payment security is certainly evolving, potentially ahead of other data
security initiatives. I’ve lived PCI for a long time, and believe that the problem is now
be dramatically reduced. PCI is not the scariest thing out there (by far), but gaining a
champion inside the assessed company has potential to create a better end result for all.
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